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BIDDING DOCUMENT FOR THE SUPPLY, DELIVERY AND INSTALLATION OF
AN EMAIL SECURITY SOLUTION.

PROCUREMENT REFERENCE NO: DoMEsTIC TENDER ZIMRA NCB17/2022

PART 1 BIDDING PROCEDURES

PART 1: BIDDING PROCEDURES

References:

References to the Act are to the Public Procurement and Disposal of Public Assets Act
[Chapter22:23] and references to the Regulations are to the Public Procurement and Disposal of
Public Assets {General) Regulations (Statutory Instrument No. 5 of 2018). The terms and
requirements in the Act and Regulations govern the submission of Bids and should be read by all
Bidders.

Procurement Reference Number: DOMESTIC TENDER ZIMRA NCB 1772022

Preparation of Bids

You are requested to bid for the Supply, Delivery and Installation of an Email Security Solution as
specified in the Statement of Requirements below, by completing and returning the following
documentation:

1. the Bid Submission Sheet in this Part;

the Statement of Requirements in Part 2:
Proof of supplier registration with the Procurement Regulatory Authority of Zimbabwe (PRAZ).
A bid security

A copy of CR14 now CR6, CR6 now CRS3, Certificate of Incorporation.
A Detailed Company profile
A Valid Tax Clearance

o =N W D

At least three traceable reference letters on client letterhead showing bidder’s direct expetience in
the supply. delivery & installation of an Email Security Solution system.

You are advised to carefully read the complete Bidding Document, as well as the General Conditions
of Contract which are available on the Authority’s website, before preparing your Bid. Part 3:
Contract is provided not for completion at this stage but to enable Bidders to note the Contract terms
they will enter into if their Bid is successful.

The standard forms in this document may be retyped for completion but the Bidder is responsible for
their accurate reproduction. All pages of the Bid must be clearly marked with the Procurement
Reference Number above and the Bidder’s name and any reference number.

Number of bids allowed

No Bidder may submit more than one bid, either individually or as a joint venture partner in another
Bid, except as a subcontractor. Where the procurement is divided into lots and packages, only one Bid
can be submitted. A conflict of interest will be deemed to arise if bids are received from more than
one Bidder owned, directly or indirectly. by the same person.

Clarification s o :
Clarification of the bidding document may be requested in writing by any Bidder and should.be sent
10; 4 7 N
The Director Procurement o 2/ 4, S, T\
Zimbabwe Revenue Authority (ZIMRA) \¢ Ko €
10" Floor, ZB Centre NOA\ “e,. eﬁgg :

Corner Kwame Nkrumah Ave/ First Street ‘
Harare, Zimbabwe, AN RARE—
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BIDDING DOCUMENT FOR THE SUPPLY, DELIVERY AND INSTALLATION OF
AN EMAIL SECURITY SOLUTION.

PROCUREMENT REFERENCE NO: DOMESTIC TENDER ZIMRA NCB17/2022

PART 1 BIDDING PROCEDURES

Or via Email to grocuremengwgimm.ca.gw

Such queries should be submitted within 5 days from the date of publication and responses to
questions / queries will be made in writing to all prospective bidders at least 3 days before
tender closing.

Validity of Bids
The minimum period for which the Bidder’s bid must remain valid is 120 days from the deadline for
the submission of bids.

Submission of Bids

Bids must be submitted in writing in a sealed envelope to the address below, no later than the date and
time of the deadline below. It is the Bidder’s responsibility to ensure that they receive a receipt
confirming submission of their bid that has correct details of the Bidder and the number of the Bid.

The Bidder must mark the envelope with the Bidder’s name and address and the Procurement
Reference Number.

Rids should be submitted in triplicate with one (1) original copy marked “ORIGINAL” and two (2)
copies each marked “COPY” All 3 copies should be in sealed envelopes clearly marked with the
details of the tender, and should be deposited in a tender box situated at the below address. In the
event of any discrepancy between the original and the copies, the original will prevail.

Late bids will be rejected. The Procuring Entity reserves the right to extend the bid submission
deadline but will notify all potential bidders who have collected the bidding documents of the
amended bid submission deadline.

Date of deadline: 19/04/2022 Deadline Time:  1000Hours
CAT

Submission address: Zimbabwe Revenue Authority

10" Floor, ZB Centre AR

W
Corner Kwame Nkrumah Ave/ Fi ,'§t Street
. (7 TN
Harare; Zimbabwe ( o Sy N
2 T

!‘ ff’mt \,
Means of acceptance:  Bids in the sealed envelopes shall be delgt dojp) a/yé!iﬁer ox situafedat

the above address. All the bidders should\{ag g%ﬁtr bfdiin the tetiagr

submission register situated thereto, in th i eat’;’ﬁy;:sc;ribecﬁ n the
(/)
<ARARE

register.

Bid opening

Due to the Covid 19 pandemic, NO Bidders will be allowed to witness the opening of bids on the
closing day.
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BIDDING DOCUMENT FOR THE SUPPLY, DELIVERY AND INSTALLATION OF
AN EMAIL SECURITY SOLUTION.

PROCUREMENT REFERENCE NO: DOMESTIC TENDER ZIMRA NCB17/2022

PART 1 BIDDING PROCEDURES

Withdrawal, amendment or modification of Bids

A Bidder may withdraw, substitute, or modify its Bid after it has been submitted by sending a written
notice, duly signed by an authorized representative. However, no Bid may be withdrawn, substituted,
or modified in the interval between the deadline for submission of Bids and the expiration of the

period of Bid validity specified by the Bidder or any extension of that period.

Delivery Requirements

The delivery period required (from the date of contract signing) and the final destination for delivery
are as indicated in the Delivery Schedule in Part 2.

Bid Prices and Discounts

The prices and discounts quoted by the Bidder in the Bid Submission Form and in the Price Schedules
must conform to the requirements specified below.

Prices must be quoted as specified in the Price Schedule inciuded in Part 2 Statement of
Requirements. In quoting prices, the Bidder is free to use transportation through carriers registered in
any eligible country and similarly may obtain insurance services from any eligible country. Prices
quoted must include the following costs and components:

(a) For Goods

(i) the price of the Goods and the cost of delivery to the final destination, including the
relevant INCOTERM, as stated in the Delivery Schedule;

(ify the custom duties o be paid on the Goods on entry in Zimbabwe, if not already
included;

(iiiy Any other applicable import taxes;

(iv) Any sales and other taxes due within Zimbabwe which will be payable on the Goods,
if not already included;

(v} Any rebate or mark-up of the local agent or representative.

(b) for Related Services, (other than intand transportation and other services required to convey
the Goods to their final destination), whenever such Related Services are specified in the
Schedule of Requirements:

The price of each item comprising the Related Services (inclusive of any applicable taxes).

Bid Security

%,[—\}ré_wg_ D!':”E.,

\ﬁ\ C AT
The Bidder must include Bid Security of ZWS$ 50,00 }Pﬁf‘ eitherof the folTowingorms;
Option 1 ——-— A Certified Bank Cheque in the it} 4 o

Option 2 ----=---- A Bank Guarantee in the ZIM ame

Option 3 ---—---- A Cash Deposit to the Authori

H
The bid security shall be valid for a period of 90 days after W fod.

Any bid not accompanied by a Bid Security. where this is a requirement 0
rejected by the Procuring Entity as non-responsive.

idding, will be
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BIDDING DOCUMENT FOR THE SUPPLY, DELIVERY AND INSTALLATION OF
AN EMAIL SECURITY SOLUTION.

PROCUREMENT REFERENCE NO: DoMESTIC TENDER ZIMRA NCB17/2022

PART 1 BIDDING PROCEDURES

If a bidder chooses options 2 or 3, the following should be noted;
Option 2

Submission of bank guarantee

A standard bank Guarantee of ZW$ 50,000.00 which is valid for 90 days, cbtainable from a
reputable Registered Commercial Bank redeemable in Zimbabwe.

Please note: The required Bank Guarantee should include the following features and be
redeemable in Zimbabwe in order for it to be considered valid:

Letterhead of registered commercial bank (i.e. the Supplier of the Bank Guarantee

The Header has to clearly state that it is a Bank Guaraniee.

Purpose of the Bank Guarantee to be clearly stated.

The date when the Common Seal of the said Surety was effected should be clearly

shown.

Conditions of the said Obligations must be stated.

The physical address of the Surety should be given.

The validity period of the Bank Guarantee must be clearly stated.

Signature of surcty and the date when it was endorsed must be clearly shown.

[t must be an original document that is date stamped.

0. Bid Bonds from Insurance Companies are not acceptable.

1. Ali foreign Bank Guarantee to be confirmed by a local corresponding Commercial
bank in Zimbabwe.

Eal el A

== 0w N W

The Bank Guarantee of the unsuccessful bidders will be released immediately after the award
of the Tender while that of the winning bidder will only be released after submission of the
Performance Bond as specified in the tender document section 1.9

Option 3

If Option 3 is chosen bidders must pay ZW$ 50,000.00 for the Bid Security that shall be
Refundable at the end of the bid validity period plus another ZW$20,000.00 that shall be
non-refundable for cash bid bond establishment fee in line with Part 1V of the Procurement
Regulations (8.1.299 of 2021). The amount is payable at Procurement Regulatory Authority
of Zimbabwe (PRAZ), 76 Samora Machel Avenue, Harare or to be deposited into the
following Account numbers:

———

1. NON-REFUNDABLE (LOCAL) JYH B9EL ypo~
/ Q.
LH3waH; 1204d Y
BANK NAME: COMMERCIAL BANK OF ZIXIBABWE
ACCOUNT NAME:  PROCUREMENT REGUmem AUTHORFTY QR ZIMBABWE
ACCOUNT NUMBER: ~ 01121064850020 \_\ 800 | D
BRANCH: KWAME NKRUMAH “\\{/{}"‘h ~ 301440 Qy3H
2. REFUNDABLE (LOCAL) ST, ]
BANK NAME: COMMERCIAL BANK OF ZIMBABWE
ACCOUNT NAME:  PROCUREMENT REGULATORY AUTHORITY OF ZIMBABWE

ACCOUNT NUMBER: 01121064850030
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BIDDING DOCUMENT FOR THE SUPPLY, DELIVERY AND INSTALLATION OF
AN EMAIL SECURITY SOLUTION.

PROCUREMENT REFERENCE NO: DomEesTIC TENDER ZIMRA NCB17/2022
PART 1 BIDDING PROCEDURES
BRANCH: KwWAME NKRUMAH

The Bid Security of a Joint Venture (JV) must be in the name of the JV that submits the Bid.
If the JV has not been legally constituted at the time of bidding, the Bid Security must be in
the names of all intended partners

Evaluation of Bids
Bids will be evaluated using the following methodology:

1. Preliminary examination to confirm that all documents required have been provided, to confirm
the eligibility of Bidders in terms of section 28 (1) of the Regulations and to confirm that the Bid
is administratively compliant in terms of section 28 (2) of the Regulations as shown below:

9 Technical evaluation to determine substantial responsiveness to the specifications in the
Statement of Requirements;

Financial evaluation to check for possible arithmetic errors on prices.

4. Bids failing any stage will be eliminated and not considered in subsequent stages.

Review by the Special Procurement Oversight Committee

Section 54 of the Act provides for review by the Special Procurement Oversight Committee especially
sensitive or especially valuable contracts. This requirement will be subject to this review; hence, at

least two identical copies of the bid document are required. Where the copies are not identical, the
contents of the bid marked original will alone be considered.

Evaluation criteria

1. Eligibility and Qualification Evaluation

Evaluation Parameter Compliant / Non-Compliant

1. Proof of registration with the Procurement
Regulatory Authority of Zimbabwe (2022).

2. Valid Tax Clearance Certificate.

3. Proof of registration with NSSA. .
e REVENUE A7
© : N

o /
QY HEAD OFFICE EEA

w7 1 MAR 2022

4. Company Profile with, Certificate of

Incorporation, CR6 now CR5 and CR14 now
CR6 or other company registration documents.
PROCUREN a1
£ 9 r e r——r— -
T~ il e
Administrative and Mandatory Evaluation Criteria
Evaluation Parameter Compliant / Non-Compliant

1. Bid Validity Must be 90 days.
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BIDDING DOCUMENT FOR THE SUPPLY, DELIVERY AND INSTALLATION OF
AN EMAIL SECURITY SOLUTION.

PROCUREMENT REFERENCE NO: DOMESTIC TENDER ZIMRA NCB17/2022

PART 1 BiDDING PROCEDURES

2. Bid Security of ZW$50,000.00

3. Bidders must submit a signed bid submission
sheet .

4. Bidders must state payment Terms

5. Delivery Period must be stated

6. Three Reference Letters on Client letterheads
showing direct experience in the supply,
delivery and instailation of an Email Security
Solution.

2.

Technical Evaluation

Technical evaluation shall be done as per technical specification and Compliance sheet.

3.
This shall be done using the prices submitted by bidders.

Bidders are required to meet the criteria in section 28 of the Act to be eligible

Financial Evaluation.

/
r 4

= 1 &
- L d e b f ‘-

\_ A~ PROCUREME
Eligibility and Qualification Criteria N T LI

e

AL

h;‘_ 434 HH e
{0 participate in public

—

procurement and to be qualified for the proposed contract. They must therefore provide any available
documentation and certify their eligibility in the Bid Submission Sheet. To be eligible, Bidders must

1.

have the legal capacity to enter into a contract;

2. not be insolvent, in receivership, bankrupt or being wound up, not have had business activities
suspended and not be the subject of legal proceedings for any of these circumstances.;
have fulfilled their obligations to pay taxes and social security contributions in Zimbabwe;

4. not have a conflict of interest in relation to this procurement requirement;

5 not be debarred from participation in public procurement under section 72 (6) of the Act and
section 74(1) (c), (d) or (e) of the Regulations or declared ineligible under section 99 of the Act;
have the nationality of an eligible couniry as specified in the Special Conditions of Caontract; and

7. Have been registered with the Authority as a Supplier and have paid the applicable Supplier
Registration Fee set out in Part If of the Fifth Schedule to the Regulations.

Origin of Goods

All goods and related services must have as their country of origin an eligible country, as specified in
the Special Conditions of Contract.

Technica! Criteria

Page % of 23




BIDDING DOCUMENT FOR THE SUPPLY, DELIVERY AND INSTALLATION OF
AN EMAIL SECURITY SOLUTION.

PROCUREMENT REFERENCE NO: DOMESTIC TENDER ZIMRA NCB17/2022

PART 1 BIDDING PROCEDURES

The Technical Specifications Sheet details the minimum specification of the goods required. The
goods offered must meet this specification, but no credit will be given for exceeding the specification.
No alternatives to technical specifications given shall be accepted for evaluation.

Currency

According to SI 185/2020, Bids should be priced in both United States Dollars (US$) and
Zimbabwean Dollar (ZW$). The currency for evaluation is US$ and the payment shall be
done in ZWS$ at the prevailing Reserve Bank of Zimbabwe auction rate.

Award of Contract

The bid, after application of any additional evaluation criteria, including any margin of preference,
which is substantially responsive to the requirements of this bidding document, will be recommended
for award of contract. The proposed award of contract will be by issue of a Notification of Contract
Award in terms of section 55 of the Act that will be effective uniil signature of the contract documents
‘1 accordance with Part 3: Contract. Unsuccessful Bidders will receive the Notification of Contract
Award and, if they consider they have suffered prejudice from the process, they may within 14 days
of receiving this Notification, submit to the Procuring Entity a Challenge in terms of section 73 of the
Act, subject to payment of the applicable fee set out in section 44 of and the Third Schedule to the
Regulations.

The contract will only be valid subject to payment of annual contract administration fee that is
determined when the bid is deemed successful.

Right to Reject

The Procuring Entity reserves the right to accept ot reject any Bids ot to cancel the procurement
process and reject all Bids at any time priot to contract award.

Corrupt Practices

The Government of Zimbabwe requires that Procuring Entities, as well as Bidders and Contractors,
observe the highest standard of ethics during the procurement and execution of contracts. In pursuit
of this policy:

1. the Procuring Entity will reject a recommendation for award if it determines that the Bidder
recommended for award has, directly or through an agent, engaged in corrupt, fraudulent,
collusive or coercive practices in competing for the Contract or been declared ineligible to be
awarded a procurement contract under section 99 of the Act;

2. the Authority may under section 72 (6) of the Act impose the sanctions under section 74 (1) of the
Regulations; and

3. Any conflict of interest on the part of the Bidder must be declared.
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RIDDING DOCUMENT FOR THE SUPPLY, DELIVERY AND INSTALLATION OF
AN EMAIL SECURITY SOLUTION.

PROCUREMENT REFERENCE NO: DoMESTIC TENDER ZIMRA NCB17/2022

ParT1 BIDDING PROCEDURES

Bid Submission Sheet

{Note to Bidders: Complete this form with all the requested details and submit it as the first page of
your Bid. Anach the completed Statement of Requirements and any other documents requested in
Part 1. Ensure that your Bid is authorised in the signature block below. A signature and
authorisation on this form will confirm that the terms and conditions of this Bid prevail over any
attachments. If your Bid is not authorised, it may be rejected. If the Bidder is a Joint Venture (JV),
the Bid must be signed by an authorized representative of the JV on behalf of the JV, and so as to be
legally binding on all the members as evidenced by a power of attorney signed by their legally
authorized representatives.

Bidders must mark as “CONFIDENTIAL" information in their Bids which is confidential to their
business. This may include proprietary information, trade secrets or commercial or financially
sensitive information}.

Procurement Reference Numbet:
Subject of Procurement:

Name of Bidder:

Bidder’s Reference Number:
Date of Bid:

We offer to supply the items listed in the attached Statement of Requirements, at the prices indicated
on the attached Price Schedule and in accordance with the terms and conditions stated in your Bidding
Document referenced above.

We confirm that we meet the eligibility criteria specified in Part 1: Procedures of Bidding.

We declare that we are not debarred from bidding and that the documents we submit are true and
correct.

The validity period of our bid is: .........eut {days} from the date of submission.

We confirm that the prices quoted in the attached Price Schedule are fixed and firm for the duration of
the validity period and will not be subject to revision, variation or adjustment.

Bid Authorised by:
SIGNATUTE  ovvvrnrmiiriiiinnianeanae INAME!  vnevcinrsnirecaranssessinsrnsasassnniasss
POSItION:  .oeeoreereirniiininennanniiinn D = e S8 S R R (DDMM/YY)
¢ : HLat 3
Authorised for and on behalfof: /" / LNy
| HE
COMPANY  cvvvivnreennevaniiisinansnnes b TR Ve
ADAEESS: oivvievrrineenseeuresrnrnarasneosreiiiiasases B L RN B s
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BIDDING DOCUMENT FOR THE SUPPLY, DELIVERY AND INSTALLATION OF
AN EMAIL SECURITY SOLUTION.

PROCUREMENT REFERENCE NO: DOMESTIC TENDER ZIMRA NCB17/2022

PART 2 STATEMENT OF REQUIREMENTS

PART 2: STATEMENT OF REQUIREMENTS

Name of Bidder:

Ridder’s Reference Number:

List of Goods and Price Schedule

Currency of Bid:....oooovvnieinnienniininnaen US$

BIDDING DOCUMENT FOR THE SUPPLY, DELIVERY AND INSTALLATION OF
AN EMAIL SECURITY SOLUTION.

PROCUREMENT REFERENCE NO: DOMESTIC TENDER ZIMRA NCB17/2022

Unit of it o Total Price
ol Description of Goods Quantity> | Measurement UniCLrice
NO US$ mﬁ
[to be provided | {to be provided by the
by the Bidder| | Bidder]
Supply, Delivery And Each
| Installation Of an 2
Email Security
Solution For ZIMRA
VAT
OTHER COSTS
TOTAL COSTS

Note 1: Bidders must attach the Original Equipment Manufacturer (OEM) certificate to the bidding documents.

Note 2: The description or quantity must indicate the unit of measure where relevant.

Note 3: Unit and total prices must be for delivery through to the final destination stated in Part 1.

Note 4: Include any additional costs, such as installation or commissi

W =
NG
N{\\ / HE!n nFraCE

HQ | 008 'J ‘I MAF 202‘

S~ PROCURENENT
/) -
H0x 4359, nERED
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BIDDING DOCUMENT FOR THE SUPPLY, DELIVERY AND INSTALLATION OF
AN EMAIL SECURITY SOLUTION.

PROCUREMENT REFERENCE NO: DoMEsTIC TENDER ZIMRA NCB17/2022

PART 2 STATEMENT OF REQUIREMENTS

Delivery Schedule

Name of Bidder:

Bidder's Reference Nurmber:

{Nate to Bidders: If the delivery period offered, or any other details, differ from the requirements below, this
should be stated in your tender}.

Delivery Date
: Required by . A
Log Description of Goods Quantity Phys'.ml Procuring Entity B'd(.ler 3 Ofref‘ g
No Linit A Delivery period
and applicable
INCOTERM
30 days from last {to be provided
signature date by the Bidder}
Supply, Delivery And
i bRy Y " 2 Each
Installation Of an Email
Security Solution For ZIMRA

The delivery period required is measured from the date of the signing of the Contract between the
Procuring Entity and the Bidder.

HEAD ﬂfFJcE ~ \
A

? { _.:,ﬂl- Hynn . \

PR3 Ree

o1
SLNT

~
'\_;;-— :f

~
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BIDDING DOCUMENT FOR THE SUPPLY, DELIVERY AND INSTALLATION OF
AN EMAIL SECURITY SOLUTION.

PROCUREMENT REFERENCE NO: DOMESTIC TENDER ZIMRA NCB17/2022

PART 2 STATEMENT OF REQUIREMENTS

Technical Specification and Compliance Sheet

Name of Bidder:

Bidder’s Reference Number:

The Goods and Related Services must comply with following Technical Specifications and Standards:

[Columns a and b are completed by the Procuring Entity. Column ¢ mus! be completed by the Bidder
10 indicate the full specification of the items offered and their compliance with the specification
required (in Column b)]

a B c ,

‘ Jtem No: Item description and full technical Specification {Confirm full specification of items

Y : . ) offered by Bidder and compliance of x

regutired (including applicable standards) stems to detail in column b} |
1. License & Comprehensive Product licensing and support
Support should be for 3 years that support 3500 user

mailboxes.

2. Deployment

On premises, upgraded local hardware
appliances from Cisco C390 platform, that is
(2 X Cisco C395 Physical Appliances)
covering primary and secondary in High
Availability Cluster Model

3. Training

Certification training for 10 ICT Personne!
Provide Technical and User Manual
Documentation

4. Global threat
intelligence

Allows for connectivity to reputable global
threat intelligence platforms that detect threats
in real or near real-time.

5, Reputation
filtering

Block unwanted email with reputation
filtering. For each embedded hyperlink, a
reputation check should be performed to

| verify the integrity of the source. Websites

with known bad reputations should be
automatically blocked.

I B PSSR, |

6.Spam profection

The platform must deliver the highest spam
catch rate of greater than 99 percent, with a
low false-positive rate. :

Provide spam protection for inbotnd and
outbound email flow > i

A

/ v /

7 Forged email
detection

[
Must have ability to protect apaifst forged

email especially towards highlyalde_targefs,

and automatically block these is‘{gjfm}zéd
attacks and provide detailed logs “on-—all
attempts and actions taken.
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BIDDING DOCUMENT FOR THE SUPPLY, DELIVERY AND INSTALLATION OF
AN EMAIL SECURITY SOLUTION.

PROCUREMENT REFERENCE NO: DoMESTIC TENDER ZIMRA NCB17/2022

PART 2 STATEMENT OF REQUIREMENTS

a

B

[4

| Item No:

Item deseription and full technical Specification
required (including applicable standards)

{Confirm full specification of items
offered by Bidder and compliance of
items to detail in column b}

8.Secure Email
Phishing Defense

Integrates machine learning techniques to
drive daily model updates, maintaining a real-
time understanding of email behavior to stop
identity deception.

Combines rapid Domain Message
Authentication Reporting and Conformance
(DMARC), advanced  display name
protection, and look-alike domain imposter—
driven detection to stop BEC attacks.

9.Secure Email
Domain Protection

Provide Customer Data Protection for external
emails and prevent phishing emails from
being sent using customer domain(s). The
solution must have automated process of
implementing  the DMARC email
authentication standard in order to befter
protect employees, customers, and suppliers
from phishing attacks using a customer
domain(s).

10. Virus defense

Platform must offer a high-performance
multi-layered ~ virus  scanning  solution
integrated at the gateway

11. Graymail detection
and safe unsubscribe

| subscriptions and better visibility for email

The solution must have Graymail detection
against marketing, social networking, and
bulk messages. The solution should have safe
unsubscribe functionality that protect against
malicious  threats masquerading as
unsubscribe links. Furthermore, it should have
a uniform interface for managing all

administrators and end users into such emails

12. Malware Defense

The Email Security Appliance must integrate
with Malware Defense for Endpoints in order
to allow blocking of more attacks, ftrack
suspicious files, mitigate the scope of an
outbreak. and remediate quickly.

13. URL-related
proiection and control

The solution should have capability to apply
appropriate policies to the messages based-on'
the reputation or category of the URLs™in
order to protect against malicious URES With'’
URL filtering and scanning of/BRLs in

attachments =]

14. Qutbreak filters

s " KM
The solution should offer outbrekx&;,ﬁiters to [o%
defend against emerging threats ahd\bléqug}; -
attacks. ~——

The solution should be able to allow web
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BIDDING DOCUMENT FOR THE SUPPLY, DELIVERY AND INSTALLATION OF
AN EMAIL SECURITY SOLUTION.

PROCUREMENT REFERENCE NO: DoMESTIC TENDER ZIMRA NCB17/2022

PART2 STATEMENT OF REQUIREMENTS

4]

B

5

Ttem No:

Item description and full technical Specification
required (inchuding applicable standards}

{Confirm full specification of items
offered by Bidder and compliance of
items fo detail in column b}

15. Web interaction
tracking

interaction in order to track the end users who
click on URLs that are malicious.

16. Data security for
sensitive content in
outgoing emails

Sofution must provide effective Data Loss
Prevention and email encryption.

Protect outbound messages to Comply with
industry and government  regulations
worldwide and prevent confidential data from
leaving the corporate network.

17. Manageability

Universal device support

Make sure all users can access messages when
needed, regardiess of whether they are on
smartphones, tablets, laptops, or desktop
computers. Track a message by envelope
recipient, ~ envelope  sender,  subject,
attachments, and message events including
DLP policy or IDs.

18. Centralized
Management and
Reporting

The solution shouid have centralized
management with granular controls for
administrators.

The solution must have a detailed message
tracking and reporting through a system
overview dashboard

Report dashboard on common threats that can
be customized

15. Integration

Integration with on premises Microsoft
Exchange and Security Event and Incident
Management Solutions for real time
monitoring of events.

The detailed technical evaluation will examine the technical specification of the items offered in
column ¢ and determine whether this meets the minimum specification in column b. Bidders must
complete column ¢ or their tender will be rejected. Bidders must include technical literature to
positively support the details provided in column c.

Declaration by the Accounting Officer

[ declare that the procurement is based on .m:mraliahd fair te'c;hﬁical\requirements and bidder

qualifications.

nn.o------.conn----g--oqnn

Mgr \ 4
egheetattenssannnesasdesnes WENT

/

HEAD OFFICE

‘HD-‘- 08 7 MAR 2022

\

NN T T

"\

24\ o7 z\z2o22

.........................
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BIDDING DOCUMENT FOR THE SUPPLY, DELIVERY AND INSTALLATION OF
AN EMAIL SECURITY SOLUTION.

PROCUREMENT REFERENCE NO: DOMESTIC TENDER ZIMRA NCB17/2022

PART 3 CONTRACT

Contract Agreement

Procurement Reference: DOMESTIC TENDER ZIMRA NCB 16/2022

THIS CONTRACT AGREEMENT is made the [insert. date] day of [insert: month],
[insert: year].

BETWEEN

(0

@)

[insert complete name of Procuring Entity], a [ insert description of type of legal
entity, for example, an agency of the Ministry of ... of the Government of
Zimbabwe, or corporation incorporated under the laws of Zimbabwe] and having
its principal place of business at [insert full postal addvess of Procuring Entity]
(hereinafter called “the Procuring Entity”), and

[insert name of Contractor], a corporation incorporated under the laws of [insert:
country of Contractor] and having its principal place of business at [insert full
postal address of Contractor] (hereinafter called “the Contractor™).

WHEREAS the Procuring Entity invited Bids for certain Goods and ancillary services, viz.,
[insert brief description of Goods and Services] and has accepted a Bid by the Contractor for
the supply of those Goods and Services in the sum of /insert Contract Price in words and
figures, expressed in the Contract currency] (hercinafter called “the Contract Price™).

NOW THIS AGREEMENT WITNESSETH AS FOLLOWS:

1.

LS

In this Agreement words and expressions shall have the same meanings as are assigned
to them in the General and Special Conditions of Contract referred to below.

The following documents shall constitute the Contract between the Procuring Entity and
the Contractor. and each shall be read and construed as an integral part of the Contract:

(a)
(b)
(c)
(d)

(e)
6]
4]

This Contract Agreement;

Special Conditions of Contract;

General Conditions of Contract; s
W

Technical Requirements (including § he
Specifications); OO0 2 1 MAR 2077
The Contractor’s Bid, original Price Scheéquies.andsBielivery Scheduje;
The Procuring Entity’s Notification of Contra ,

[Add here any other document(s)].

This Contract Agreement shall prevail over ail other Contract Documents. In the event
of any discrepancy or inconsistency within the Contract Documents, then the
documents shall prevail in the order listed above.
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BIDDING DOCUMENT FOR THE SUPPLY, DELIVERY AND INSTALLATION OF
AN EMAIL SECURITY SOLUTION.

PROCUREMENT REFERENCE NO: DomEesTIC TENDER ZIMRA NCB17/2022

4. In consideration of the payments fo be made by the Procuring Eniity to the Contractor
as mentioned below, the Contractor hereby agrees with the Procuring Entity to provide
the Goods and Services and to remedy any defects in them in conformity with the
Contract.

5. The Procuring Entity hereby agrees to pay the Contractor in consideration of the
provision of the Goods and Services and the remedying of any defects in them, the
Contract Price or such other sum as may become payable under the Contract at the
times and in the manner prescribed by the Contract.

IN WITNESS whereof the parties hereto have caused this Agreement 10 be executed in
accordance with the laws of Zimbabwe on the day, month and year indicated above.

For and on behalf of the Procuring Entity

Signed: e
Name:

In the capacity of: [Title or other appropriate designation]

For and on behalf of the Contractor

Signed: e
Name:
In the capacity of: [Title or other appropriate designation]
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BIDDING DOCUMENT FOR THE SUPPLY, DELIVERY AND INSTALLATION OF
AN EMAIL SECURITY SOLUTION.

PROCUREMENT REFERENCE NO: DomEesTIC TENDER ZIMRA NCB17/2022

General Conditions of Contract
Any resulting contract is subject to the Zimbabwe General Conditions of Contract (GCC) for the

Procurement of Goods (copy available on request) except where modified by the Special Conditions
below.

Special Conditions of Contract

Procurement Reference Number... NCB17/2022

The clause numbers given in the first column correspond with the relevant clause number of the
General Conditions of Contract.

GCC Special Conditions
reference

GCC175 Eligible Countries: Only Zimbabwean companies are eligible.

GCC8.1 Notices: Any notice shall be sent to the following addresses:
For the Procuring Entity, the address shall be as given in the Contract document and the
contact shall be, 6th Floor ZB Centre, Corner Kwame Nkrumah Avenune and

First Street, Harare Zimbabwe.

For the Contractor, the address shall be as given in the Bid and the contact shall be

{state name of contact}

GCC 19.1 | Liquidated Damages: Liquidated Damages in terms of section 88 of the Act shall
apply. In the case of delays in the delivery of goods, the Contractor will be liable to
pay damages of 0.5% of contract price per week of delay up to a maximum of
10% of contract value. If 10% is exceeded, the contract may be cancelled

NB. The contractor will not be charged liquidated damages when the delay in
delivery or performance is beyond the contractor's control and is not caused by
fault or negligence on the part of the contractor.

e R AT

e
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BIDDING DOCUMENT FOR THE SUPPLY, DELIVERY AND INSTALLATION OF
AN EMAIL SECURITY SOLUTION.

PROCUREMENT REFERENCE NO: DoMESTIC TENDER ZIMRA NCB17/2022

Special Conditions

GCC
reference
GCC21.2 | Packing, Marking and Documentation: The goods shall meet the following special

packing requirements in addition to the general requirements stated in GCC clause 21.1

The documents to be furnished by the Contractor are:

1. A negotiable bill of lading when the goods are coming by sea
2. An airway bill, when the goods are coming by Air

3. A road consignment note, when the goods are coming by road
4. Insurance certificate,

Sample provision - For Goods supplied from abroad:

Upon shipment, the Contractor shall notify the Procuring Entity and the insurance
company in writing of the full defails of the shipment. In the event of Goods sent by
airfreight, the Contractor shall notify the Procuring Entity a minimum of forty-eight
(48) hours ahead of dispatch, the name of the carriet, the flight number, the expected
time of arrival, and the waybill number. The Contractor shall email and then send by
courier the following documents to the Procuring Entity, with a copy to the insurance
company:

()  one original and two copies of the Contractor’s invoice, showing the Procuring
Entity as the consignee; the Contract number, Goods description, quantity, unit
price, and total amount. Invoices must be signed in original;

(i) one original and two copies of the negotiable, clean, on-board through bill of
lading marked “freight prepaid” and showing Procuring Entity as the consignee
and Notify Party as stated in the Contract, with delivery through to final
destination as per the Schedule of Requirements and two copies of non-
negotiable bill of lading, road consighment note, truck or air waybill, or
multimodal transport document, marked “freight prepaid” and showing
delivery through to final destination as per the Schedule of Requirements;

(i) two copies of the packing list identifying contents of each package;

(iv) copy of the Insurance Certificate, showing the Procuring Entity as the
beneficiary;

(v) one original of the manufacturer’s or Contractor's Warranty Certificate
covering all items supplied;

GrPkishied forthe_ Contractor by the
& copies r[g{gget Wmﬁgi?yer\tnspectzon is

(vi) original copy of the Certificate of |
nominated inspection agency
requiredy,

Y
(vii) [any other procurement-spe IR b cundehesMpduptal) for elglivery/payment
purposes].
. PROCURENENT _

(vi) original copy of the Certificate of In & fé@iﬁﬁﬁ'ﬁiﬁ ontractor by the
nominated inspection agency and six copies (WHefe inspection is required);

A It

(vii} [other procurement-specific documents required for delivery/payment
purposes].
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GCC
reference

Special Conditions

Upon or before delivery of the Goods, the Contractor shall notify the Procuring Entity
in writing and deliver the following documents 10 the Procuring Entity:

(i)  one original and two copies of the Contractor’s invoice, showing the Procuring
Entity, the Contract number, Goods’ description, quantity, unit price, and total
amount. Invoices must be signed in original;

(i)  two copies of delivery note, road consignment note, truck or air waybill, or
multimodal transport document showing Procuring Entity as the consignee and
delivery through to final destination as stated in the Contract;

(i) copy of the Insurance Certificate, showing the Procuring Entity as the
beneficiary;

(iv) four copies of the packing list identifying contents of each package;

(v) one original of the manufacturer’s or Contractor’s Warranty certificate
covering all items supplied;

The above documents shall be received by the Procuring Entity before arrival of the
Goods and, if not received, the Contractor will be responsible for any consequent
expenses.

rage L1 af <5




BIDDING DOCUMENT FOR THE SUPPLY, DELIVERY AND INSTALLATION OF
AN EMAIL SECURITY SOLUTION.

PROCUREMENT REFERENCE NO: DOMESTIC TENDER ZIMRA NCB17/2022

GCC
reference

Special Conditions

GCC22.1

Insurance: The Goods shall be insured in accordance with the specified Incoterms.

GCC 23.1
& 23.2

Inspections and tests: the tests and/or inspections of the Goods and Related Services
that the Contractor is required to carry at its own expense are: 100% inspection on
technical compliance.

GCC24.1

Performance security:

After the award of the tender, and before the contract is signed; the winning
bidder must furnish ZIMRA with performance guarantee within 14 days after
notification of the award. This guarantee will be in the form of a Performance
Bond or guarantec equivalent to the value of 10% of the total cost of the
supplicr’s proposal, valid for the duration of the contract and endorsed by a
registered reputable Commercial Bank

GCC 244

Reduction of performance security ( Not applicable)

GCC 25.1

Warranty: The period of the warranty shall be one (1) year manufacturer warranty.

GCC25.6

Failure to remedy a defect: The period allowed to the Contractor to remedy a defect
during the period of the Warranty shall be (30) days

GCC29.1

Price adjustments: The following price adjustments are applicable.

When the application of price adjustment would modify the initial price by more than
twenty per centum or would modify the balance owing under the contract by more than
twenty per centum, the procuring entity may terminate the contract

GCC 30.1

Terms of Payment: The structure of payments shall be:

Acceptance: The Contract Price shall be paid to the Contractor within thirty (30) days
after the date of the acceptance certificate for the respective delivery issued by the
Procuring Entity.

Payment will be made to local suppliers in Zimbabwe Dollars (ZWL$) at the
prevailing RBZ Auction rate on the date of payment.

In the event that advance payment is required, the Contractor must avail a bank
guarantee of the equivalent amount from a reputable registered commercial
bank redeemable in Zimbabwe.

GCC31.1

Contract Administration Fee: The Contract Adminisir;;tion Fee set out in Part V1 of
the Public Procurement and Disposal-of Public-Assets [General) (Amendment)
Regulations, S.I. 299 of 2020 isdie~upon, the . signing of ‘the, Contract and the

applicable Fee ZW$62,500.00 fofAntemational bidders per annum.

(naf{ood /2 1 MF
N\_ N\ PROCUREMENT
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Bank Guarantee for Performance Security

[This is the format for the Performance Security to be issued by a commercial bank in Zimbabwe in accordance
with GCC 18.1]

Contract No: Date:
To:

[Name and address of Procuring Entity]

PERFORMANCE GUARANTEES No:

We have been informed that [name of supplier] (hereinafter called “the Supplier”) has undertaken.
pursuant to Contract No [reference number of Contract] dated [date of Contract] (hereinafter called “the
Contract™) for the supply of [description of goods and related services] under the Contract.

Furthermore, we understand that, according to your conditions, Contracts must be supported by a
performance guarantee.

At the request of the Supplier, we [name of bank] hereby irrevocably undertake to pay you, without cavil,
delay or argument, any sum or sums not exceeding in total an amount of finsert amount in figures and in words]
upon receipt by us of your first written demand accompanied by a written statement that the Supplier is in
breach of its obligation(s) under the Contract conditions, without you needing to prove or show grounds or
reasons for vour demand of the sum specified therein.

This guarantee is valid until full recovery of the entire sum of money above stated, consequently. we must
receive at the above-mentioned office any demand for payment under this guarantee in case of default.

Signature Signature

SO
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